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About this Document
This document provides web interface information of the RobustOS-based DTU, Router, and Gateway products,
including function introduction and operation configuration.

Related Products

M1200, M1201

R1500, R1510, R1510 Lite, R1511, R1511P, R1520
R2000, R2000 Dual, R2000 Ent, R2010, R2011, R2110
R3000, R3000 Lite, R3000 Quad, R3000 LG, R3010
R5020, R5020 Lite

R5010

Copyright©2023 Guangzhou Robustel Co., Ltd.
All rights reserved.

Trademarks and Permissions
@rcbustel & robust®S are trademarks of Guangzhou Robustel Co., Ltd. All other trademarks and trade names
mentioned in this document are the property of their respective owners.

Disclaimer

The entire document cannot be reproduced in any form without the written permission of the copyright owner.
The contents of this document are subject to change without notice due to continued progress in methodology,
design, and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the
mistaking use of this document.

Technical Support
Tel: +86-20-82321505
Email: support@robustel.com

Web: www.robustel.com
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1. Introduction

This software manual, used for all the RobustOS-based products including the DTU, Router, and Gateway products,
provides web interface information (configuration and operation).
Please refer to the specific chapter accordingly, as hardware configurations or interfaces may vary on different

models.
o
8 g | S

Related 5 . = 5 g8
Product Q < S S 4 S S - S 3 S S S S Q S
S| 2L 2|82 RIS I3]3
p= = o o o o o oc o o o o o o o o
SIM Card 2 1 1 1 1 2 2 2 2 2 2 2 2 1 2 2
Ethernet - - 2 1 2 5 2 5 4 2 1 4 2 2 4 1
PoE PD - - - - - o o &3 o - - - - - 2 Vv
PoE PSE - - - - - - - - - - - - - - - -
Wi-Fi - - v - v ' ' v ' e - & - - Vv -
BLE - - - - - - - - * - - - - - - -
GNSS _ _ _ _ _ * _ _ * * _ * * _ * _
DI 2 - v - - \' \' - \' 2 - - 2 - \' -
DO ' - v - - ' ' - ' 2 - - - - ' -
Al - - - - - Vv - - - - - - - - - -
RS232 Vv e - - e ' & - ' v v & e ' ' -
RS485 Vv * - - * V' * - \' v v * * V' V' -
USB Host = - - - - v - - ' v v ' v ' ' '
RS422 - * - - - - - - - - - - - - - -
CAN - & - - - - - - - - - - - Vv - -
Voice (FXS) - - - - - - - - - - - - - Vv - -
MicroSD - - - - - - - - Vv Vv - Vv Vv - ' -

Note: \ = Supported, - = Unsupported, * = Optional

About RobustOS

RobustOS is a Robustel self-developed and Linux-based operating system designed for Robustel devices. The
RobustOS includes basic networking features and protocols providing customers excellent user experience.
Meanwhile, Robustel offers a Software Development Kit (SDK) for partners and customers to allow additional
customization by using C and C++. It also provides rich Apps to meet fragmented loT market demands.

RT_SM_v.5.2.0 26 October. 2023 6/198
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2. Initial Configuration

You can configure the device through the web browser, including Microsoft Edge, Google Chrome, Firefox, etc. A web
browser is a standard application in the following operating systems: Ubuntu, macOS, Windows7/8/10/11, etc. It
provides an easy and user-friendly interface for configuration. There are various ways to connect the device, either
through an external repeater/hub or connect directly to your PC. However, make sure that your PC is equipped with
an Ethernet port before connecting the device. You must configure your PC to obtain an IP address through a DHCP
server or a fixed IP address that must be in the same subnet as the device. If you encounter any problems accessing
the device web interface, it is advisable to uninstall your firewall program on your PC, as this tends to cause problems
accessing the IP address of the device.

2.1 PC Configuration

There are two ways to get an IP address for the computer. One is to obtain an IP address automatically from “Local
Area Connection”, and another is to configure a static IP address manually within the same subnet of the device.
Please refer to the steps below.

Here take Windows 10 as an example. The configuration for Windows 7 newer is similar.

1. Find the Windows logo key ﬂ (hereinafter referred to as Win key) of the keyboard, press Win + R, type

“Control" to run Control Panel. After opening the Control Panel, left-click on “View Network Status and Tasks”.

Control Panel = ] x

4 [EE » Control Panel » v V] Search Control Panel P

Adjust your computer's settings View by: Category =

System and Security = User Accounts
Review your computer's status R —
[ C (s ¥
Save backup copies of your files with File History o
Back up and Restore (Windows 7)

i Appearance and Personalisation
f‘i Network and Internet

View network status and tasks

¢ Clock and Region

/ Hardware and Sound Change date, time or number formats

ﬁ‘- View devices and printers
Add a device

Adjust commenly used mobility settings

Ease of Access
Let Windows suggest settings
Optimise visual display

Programs
[] Uninstall a program

RT_SM_v.5.2.0 26 October. 2023 7/198
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2. After entering “Network and Sharing Center", click "Ethernet" connections status;

5 Metwork and Sharing Centre

-

4 5 Control Panel + All Contral Panel ltems & Network and Sharing Centre v B

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network 8 Access type: Internet

settings Private network Connections: | Ethernet 2

Media streaming options

Network 13 Access type: Mo Internet access
Public netwerk Connections: [ Test LAN

Change your networking settings

i. Set up a new connection or network
~ Setup a broadband, dial-up or VPM connection, or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair network problems or get troubleshooting information.

See also
Internet Options
‘Windows Defender Firewall

3. Click Properties in the window of Local Area Connection status.

[0 Ethernet 2 Status *
General
Connection

IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 13 days 05:40:54
Speed: 1.0 Gbps

Activity
i ]
Sent — % ——  Received
e
Bytes: 828,675,176 | 2,751,829,674
I_QEroperties“_ Qgisable || Diagnose |

RT_SM_v.5.2.0 26 October. 2023
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4. Choose Internet Protocol Version 4 (TCP/IPv4) and click Properties.

[ Ethernet 2 Properties X

Networking  Sharing

Connect using:
@ Intel{R) 1211 Gigabit Network Connection

This connection uses the following tems:

EAClient for Microsoft Netwarks ”
’?Flle and Printer Sharing for Microsoft Metworks
@Npca

O i I'u'Iicms Netwo AdaDTerMuhipIexor Protocol

4 Microsoft LLOP Protocol Driver w
< >

M Install... Uninstall Properties _j
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Ok || Cancel

5. Two ways to configure the IP address of the computer.
(1) Auto obtain from the DHCP server, click "Obtain an IP address automatically";

Internet Protocol Version 4 (TCP/IPv4) Properties x

General  Alternative Configuration
‘fou can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(O Use the following IP address:

(@ Cbtain DS server address automaticaily:

(T Use the following DNS server addresses:
Preferred DNS server: I:I
Alternative DMS server: I:I

Validate settings upon exit e

RT_SM_v.5.2.0 26 October. 2023 9/198
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(2) Manually configure the PC with a static IP address on the same subnet as the device address, click and
configure "Use the following IP address";

General

‘fou can get IP settings assigned

for the appropriate IP settings.

IP address:
Subnet mask:

Default gateway:

Obtain DNS server address

Preferred DNS server:

Alternative DNS server:

[validate settings upon exit

Internet Protocol Version 4 (TCP/|

thiz capability. Otherwise, you need to ask your network administrator

(C) Obtain an IP address automatically
(®) Use the following IP address:

(®) Use the following DNS server addresses:

IPvd) Properties

automatically if your network supports

192 .168. 0 2

2552550255, 0

192 .168. 0 1

automatically

o
'm
“
%

Advanced...

Cancel

6.

2.2 Factory Defa

Before configuring your d

Click OK to finish the configuration.

ult Settings

evice, you need to know the following default settings.

Item Description
Username admin
Password admin
ETHO WAN mode or 192.168.0.1/255.255.255.0, LAN mode.
ETH1/2/3/4") 192.168.0.1/255.255.255.0, LAN mode.
DHCP Server Enabled
*

specification of the dev

There are differences in the number of ETH ports of different devices. For details, please refer to the product

ice.

2.3 Factory Reset

Function

Operation

Reboot

Press and hold the RST button for 2~5 seconds under the operating status.

Restore to default
configuration

Press and hold the RST button for 5 ~10 seconds under the operating status. The RUN
light flashes quickly, and then release the RST button, and the device will restore to the
default configuration.

Restore to factory
configuration

Once the operation of restoring the default configuration is performed twice within one
minute, the device will restore to the factory default settings.

RT_SM_v.5.2.0
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2.4 Log in Your Device

To log in to the management page and view the configuration status of your device, please follow the steps below.

1.
2.

On your PC, launch a browser. e.g.: Microsoft Edge, Google Chrome, or Firefox, etc.

From your web browser, type the IP address of the device into the address bar and press enter. The default IP
address of the device is http://192.168.0.1/, though the actual address may vary.

Note: If a SIM card with a public IP address is inserted into the device, enter this corresponding public IP address
in the browser’s address bar to access the device wirelessly.

0O @ Router Web Manager x P
&« O & Notsecure | 192.168.0.1/auth/login.html

On the login page, enter the username and password, choose the language, and then click LOGIN. Please check
the information on the product label for the default username and password.
Note: If enter the wrong username or password over 6 times, the login web will be locked for 5 minutes.

&) rcbustel

. _______________________________________________________________________________________________________________________________________________________________________________________|
RT_SM_v.5.2.0 26 October. 2023 11/198
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2.5 Control Panel

After logging in, the home page of the web interface is displayed. Here take R5020 for example.

@ rebustel

Save & Apply | Reboot

Logout

Status
Interface
Network
VPN
Services
System

Edge2Cloud

On the homepage, users can perform operations such as saving the configuration, restarting the device, and logging

out.

RT_SM_v.5.2.0

- System Information

Device Model
System Uptime
System Time
RAM Usage
Firmware Version
Hardware Version
Kernel Version

Serial Number

R5020-5G-A09GL-B

0 days, 02:55:00

Wed Oct 25 10:45:34 2023
433M Fres/512M Total
5.2.0 (cdco045b)

1.0.2

5.4.179

06480222080016

» Internet Status

Active Link
Uptime

IP Address
Gateway

DNS

WWANL

0 days, 00:01:13
10.215.20.12/255.255.255.248
10.215.20.13

172.20.164.2 172.20.161.2

A Modem Status

Modem Model
Registration
Network Provider
Network Type

Signal Strength

RM500Q-AE
Registered
CHN-CT

LTE

31 {-51dBm)

A WiFi STA Status

BSSID
Channel
SS5ID

RSSI

20:65:8e:ba:51:80

6

Robustel

-46

» LAN Status

IP Address

MAC Address

192.168.0.1/255.255.255.0

34:FA:40:21:25:FD

Copyright @ 2023 Rebustel Technologies. All rights reserved.

26 October. 2023
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Using the default username and password to log in to the device, the page will pop up in the following tab

& 1t is strongly recommended to change the default password. x

It is strongly recommended for security purposes that you change the default username and/or password. Click the

¥ button to close the notification. To change your username and/or password, see 3.7.7 System > User

Management.

Control Panel

Item Description Button

Save & Apply Click to save the current configuration into the device’s flash and apply
the modification on every configuration page, to modify taking effect.

Reboot Click to reboot the device. If the Reboot button is yellow, it means that Reboot
some completed configurations will take effect only after the reboot.

Logout Click to log the current user out safely. After logging out, it will switch to

the login page. Shut down the web page directly without logout, the next
one can log in web on this browser without a password before timeout.

Submit

Click to save the modification on the current configuration page. m
cenee ==

Click to cancel the modification on the current configuration page.

Note: The steps how to modify the configuration are as below:

1. Modify in one page;

2. Click munder this page;

3. Modify on another page;

4, CIickm under this page;

5. Complete all modifications;

CIEY save & Apply ]

RT_SM_v.5.2.0 26 October. 2023 13/198
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3. WebUI Descriptions

3.1 Status

3.1.1 System Information

@ rcbustel

This page allows you to view the System Information, Internet Status, WiFi STA status, and LAN Status of your device.

- System Information

Device Model
System Uptime
System Time

RAM Usage
Firmware Version
Hardware Version
Kernel Version

Serial Number

R5020-5G-A09GL-B

0 days, 03:37:32

Sun Jan 1 03;37;07 2023 (NTP not updated)

439M Free/512M Total

5.2.0 (cdco045b)
1.0.2
5.4.179

06480222080015

System Information

Item

Description

Device Model

Show model name of your device.

System Uptime

Show device uptime.

System Time

Show current system time.

RAM Usage

Show free memory and the total memory.

Firmware Version

Show firmware version running on the device.

Hardware Version

Show current hardware version.

Kernel Version

Show current kernel version.

Serial Number

Show Serial Number of the device.

RT_SM_v.5.2.0

26 October. 2023
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3.1.2 Internet Status

This page shows the device's |

nternet status information.

@ rcbustel

» Internet Status

Active Link WWAN1
Uptime 0 days, 00:39:31
IP Address 10.122.74.11/255.255.255.248
Gateway 10.122.74.9

DNS 210.21.4.130 221.5.88.88

Internet Status

Item Description

Active Link Show currently used links: WWAN1, WWAN2, or WAN.
Uptime Show current amount of time the link has been connected.
IP Address Show IP address of active link.

Gateway Show gateway address of active link.

DNS Show current DNS server address.

3.1.3 Modem Status

This page shows the device's Modem information.

~ Modem Status

Modem Model EG25
Registration Registered to home network

Network Provider CHN-UNICOM
Network Type LTE

Signal Strength 16 (-81dBm)

Modem Status

Item

Description

Modem Model

Show model of cellular module.

Registration

Show current network status.

Network Provider

Show name of network provider.

Network Type

Show current network service type.

Signal Strength

Show the values of signal strength.

RT_SM_v.5.2.0

26 October. 2023

15/198



RobustOS Software Manual @ I'@bUSt@J
3.1.4 WiFi STA Status

This page shows the basic information about WiFi stations.

» WiFi STA Status

BSSID 20:65:8e:ba:51:91
Channel 60

SSID Robustel-Visitor

RS5I  -67

WIiFi STA Status

Item Description

BSSID Show the unique basic service identifier of the wireless access point the device is
connected to.

Channel Show the current channel number of the device connected to the wireless access
point, corresponding to the wireless channel.

SSID Show the service set identifier of the wireless access point the device is connected.

RSSI Show the wireless signal strength of the device connected to the wireless access

point, unit: dBm.

3.1.5 LAN Status

This page shows the devices’ LAN status

IP Address 192.168.0.1/255.255.255.0

MAC Address 324:FA:40:04:44:24

LAN Status
Item Description
IP Address Show IP address and the netmask of the LAN.
MAC Address Show MAC address of the LAN.

3.2 Interface

3.2.1 Link Manager

This page allows you to manage link connections. The Link management function supports the selection of
single/dual links. At the same time, each link supports the configuration of the link detection function to keep the
network connection always online.

RT_SM_v.5.2.0 26 October. 2023 16/198
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A General Settings

Primary Link | WWAN1 ®
Backup Link [None ®@
Emergency Reboot Cm @

General Settings @ Link Manager

Item Description Default

Primary Link Select from “WWAN1”, “WWAN2”, “WAN” or “WLAN". WWAN1
Yy WWANZ1: Select SIM1 as the primary wireless link.

Yy WWAN2: Select SIM2 as the primary wireless link.

Yy WAN: Select WAN Ethernet port as the primary wired link.

Yy WLAN: Select WLAN as the primary wireless link.

Note: WLAN link is available only if enable Wi-Fi as Client mode, please refer
to 3.2.5 Wi-Fi.

Backup Link Select from “WWAN1”, “WWAN2”, “WAN”, “WLAN", or “None”. None
y  WWANTI1: Select SIM1 as the backup wireless link.

Yy WWAN?2: Select SIM2 as the backup wireless link.

Yy WAN: Select WAN Ethernet port as the backup wired link.

Yy  WLAN: Select WLAN as the backup wireless link.

Note: WLAN link is available only if enable Wi-Fi as Client mode, please refer

to 3.2.5 Wi-Fi.
y None: No backup link.
Backup Mode Select from “Cold Backup”, “Warm Backup”, or “Load Balancing”. Cold
y  Cold Backup: The inactive link is offline on standby. Backup

y  Warm Backup: The inactive link is online on standby.
Yy  Load Balancing: Use two links simultaneously.
Note: Backup Mode is available only Backup Link isn’t None.

Revert Interval Specify number of minutes that elapses before the primary link is checked if | 0
a backup link is being used in cold backup mode. 0 means disable checking.
Note: Revert interval is available only under the cold backup mode.

Emergency Reboot Click the toggle button to enable/disable this option. Enable to reboot the OFF
whole system if no links are available.

Note: Click ) for help.
Link Settings allows you to set the parameters of link connection, including WWAN1/WWAN2, WAN, and WLAN. It is

recommended to enable Ping detection to keep the device always online. The Ping detection increases reliability and
also saves data traffic.

RT_SM_v.5.2.0 26 October. 2023 17/198
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» Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP #
2 WWAN2 DHCP [
3 WAN DHCP [
4 WLAN DHCP [

Click [#] on the right-most of WWAN1/WWAN?2 to enter the configuration window.

WWAN1/WWAN2

» General Settings

Index [ i ]
Type |wwan1
Description [ ]

The window is displayed below when enabling the “Automatic APN Selection” option.

~ WWAN Settings

Automatic APN Selection

Dialup Number [*99***1# ]

Authentication Type [Auto

PPP Preferred Cm ®
Switch SIM By Data Allowance Cm @

Data Allowance [0 ] @

Billing Day |1 | ®

|
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The window is displayed below when disabling the “Automatic APN Selection” option.

- WWAN Settings
Automatic APN Selection

APN |[internet ]

Username | |
Password |esses |

Dialup Number |*go===12 |
Authentication Type [Auto

PPP Preferred - OFF @
Switch SIM By Data Allowance [—m @

Data Allowance [D ] @

Billing Day [1 ] @

~ Ping Detection Settings @

Primary Server 8.8.8.8

Secondary Server 114.114.114.114

[ )

[ )
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®

Timeout unit | Second(s)
Max Ping Tries [3 ] ®
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NAT Enable

Lo Bl
Conntrack Flush m:] @
o Bl

Auto MTU For WWAN

MTU [1509 ] ®@

Upload Bandwidth [1DCIDCI ] ®@

Download Bandwidth [ 10000 l

Overrided Primary DNS

Overrided Secondary DNS

|
|

Debug Enable m:]
o

Verbose Debug Enable

Link Settings (WWAN)

Item Description Default
General Settings
Index Indicate ordinal of the list. --
Type Show type of the link. WWAN1
Description Enter a description for this link. Null
WWAN Settings
Automatic APN Click the toggle button to enable/disable the “Automatic APN Selection” ON
Selection option. After enabling, the device will recognize the APN (Access Point
Name) automatically. Alternatively, you can disable this option and
manually add the APN (Access Point Name).
APN Enter APN (Access Point Name) for cellular dial-up connection, provided by | Internet
the local ISP.
Username Enter username for cellular dial-up connection, provided by the local ISP. Null
Password Enter password for cellular dial-up connection, provided by the local ISP. Null
Dialup Number Enter dial-up number for the cellular dial-up connection, provided by local | *99***1#
ISP.
Authentication Type Select from “Auto”, “PAP” or “CHAP” as the local ISP required. Auto
PPP Preferred The PPP dial-up method is preferred. OFF
Switch SIM By Data Click the toggle button to enable/disable this option. After enabling, it will | OFF
Allowance switch to another SIM when the data limit is reached.
Note: Only used for dual-SIM backup.
Data Allowance Set the monthly data traffic limitation. The system will record the data 0

traffic statistics when data traffic limitation (MiB) is specified. The traffic
record will be displayed in Interface > Link Manager > Status > WWAN
Data Usage Statistics. 0 means disable data traffic record.
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Link Settings (WWAN)

Item Description Default
Billing Day Specify monthly billing day. The data traffic statistics will be recalculated 1
from that day.
Ping Detection Settings
Enable Click the toggle button to enable/disable the ping detection mechanism,a | ON
keepalive policy of the device.
Primary Server The device will ping this primary address/domain name to check if the 8.8.8.8
current IPv4 connectivity is active.
Secondary Server The device will ping this secondary address/domain name to check if the 114.114.11
current IPv4 connectivity is active. 4,114
Interval Set ping interval. 300
Retry Interval Set ping retry interval. When ping fails, the device will ping again every 5
retry interval.
Timeout Set ping timeout. 3
Timeout Unit Set ping timeout unit. Second(s) or Millisecond(ms). Second
Max Ping Tries Set max ping tries. Switch to another link or take emergency action if the 3
max continuous ping tries reached.
Advanced Settings
NAT Enable Click the toggle button to enable/disable Network Address Translation. ON
Conntrack Flush Click the toggle button to enable/disable clearing connection tracking ON
information in the conntrack table when the link is established.
Note: This option is only available when "Enable NAT" is ON.
Auto MTU For WWAN | Click the toggle button to enable/disable Auto MTU feature for WWAN. ON
MTU Set the Maximum Transmission Unit. 1500
Note: MTU is available only “Auto MTU For WWAN” is OFF.
Upload Bandwidth Set upload bandwidth used for QoS, measured in kbps. 10000
Download Bandwidth | Set download bandwidth used for QoS, measured in kbps. 10000
Specify Primary DNS Define primary IPv4 DNS server address used by the link. Null
Specify Secondary DNS | Define secondary IPv4 DNS server address used by the link. Null
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON
information output.
Verbose Debug Enable | Click the toggle button to enable/disable this option. Enable verbose OFF

debugging information output.
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s

AN

The device will obtain IP automatically from DHCP server when applying “DHCP”.

Link Manager

- General Settings

Index [3 ]

Type |WAN
Description [ ]
Connection Type [DHCP

The window is displayed below when choosing “Static” as connection type.

- General Settings

Index 3

Type WAN

[
[
Description |
[

Connection Type Static

-, <

A WAN Settings

)

Data Allowance [ 0

Billing Day |1

S

» Static Address Settings

IP Address

Gateway

Primary DNS

Secondary DNS

N N %
I S S O W A S,
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The window is displayed below when choosing “PPPoE” as connection type.

» General Settings

Index

Type

Description

Connection Type

» WAN Settings

Data Allowance [CI ] @

Billing Day [1 ] @

» PPPoE Settings

Username [ ]

Password [ ]

Authentication Type [Auto
PPP Expert Options [ ] @

» Ping Detection Settings ®

Primary Server

Secondary Server

Interval

Timeout

Timeout unit

Max Ping Tries

|

|

|
Retry Interval [ 5

|

[

|
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NAT Enable

Conntrack Flush

MTU [ 1500

Upload Bandwidth

Download Bandwidth

Overrided Primary DNS

Overrided Secondary DNS

Debug Enable

Verbose Debug Enable

Link Settings (WAN)

Item Description Default
General Settings
Index Indicate ordinal of the list. --
Type Show type of the link. WAN
Description Enter a description for this link. Null
Connection Type Select “DHCP”, “Static” or “PPPoE”. DHCP
Static Address Settings
IP Address Set IP address with Netmask which can access the Internet. Null
IP address with Netmask, e.g., 192.168.1.1/24
Gateway Set gateway address of the WAN port. Null
Primary DNS Set primary DNS address. Null
Secondary DNS Set secondary DNS address. Null
PPPOE Settings
Username Enter username provided by your Internet Service Provider. Null
Password Enter password provided by your Internet Service Provider. Null
Authentication Type Select from “Auto”, “PAP” or “CHAP” as the local ISP requires. Auto
PPP Expert Options Enter PPP Expert options used for PPPoE dialup. You can enter some other | Null
PPP dial strings in this field. Each string can be separated by a semicolon.
WAN Settings
Data Allowance Set monthly data traffic limitation. The system will record the data traffic 0
statistics when data traffic limitation (MB) is specified. The traffic record
will be displayed in Interface > Link Manager > Status > WAN Data Usage
Statistics. 0 means disable data traffic record.
Billing Day Specify monthly billing day. The data traffic statistics will be recalculated 1
from that day.
Ping Detection Settings
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Enable Click the toggle button to enable/disable the ping detection mechanism,a | ON
keepalive policy of the device.
Primary Server The device will ping this primary address/domain name to check if the 8.8.8.8
current connectivity is active.
Secondary Server The device will ping this secondary address/domain name to check if the 114.114.11
current connectivity is active. 4,114
Interval Set ping interval. 300
Retry Interval Set ping retry interval. When ping fails, the device will ping again every 5
retry interval.
Timeout Set ping timeout. 3
Timeout Unit Set ping timeout unit. Second(s) or Millisecond(ms) Second
Max Ping Tries Set max ping tries. Switch to another link or take emergency action if the 3

max continuous ping tries reached.

Advanced Settings

NAT Enable Click the toggle button to enable/disable the Network Address Translation | ON
option.
Conntrack Flush Click the toggle button to enable/disable clearing connection tracking ON

information in the conntrack table when the link is up.
Note: This option is only available when "Enable NAT" is ON.

MTU Enter Maximum Transmission Unit. 1500
Upload Bandwidth Enter upload bandwidth used for QoS, measured in kbps. 10000
Download Bandwidth | Enter download bandwidth used for QoS, measured in kbps. 10000
Specify Primary DNS Define primary IPv4 DNS server address used by the link. Null
Specify Secondary DNS | Define secondary IPv4 DNS server address for the link. Null
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON

information output.

Verbose Debug Enable | Click the toggle button to enable/disable this option. Enable verbose OFF

debugging information output.
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WLAN

The device will obtain IP address automatically from the WLAN AP when applied “DHCP” as the connection type. The
specific parameter configuration of SSID is shown below.

Link Manager

» General Settings

Index

Description

[ ]
Type [wLan

[

l

Connection Type

» WLAN Settings

551D [router

Connect to Hidden SSID Cm

Password [ ]

The window is displayed below when choosing “Static” as connection type.

» General Settings

Index

Description

[ ]
Type [wLAN
| |
[

Connection Type

v WLAN Settings

~ Static Address Settings

IP Address

Gateway

Primary DNS

S S S,

Secondary DNS

Note: WLAN connection type not support “PPPoE”.
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» Ping Detection Settings ®

Enable

Primary Server
Secondary Server
Interval

Retry Interval
Timeout

Timeout unit

Max Ping Tries

NAT Enable

Conntrack Flush

MTU

Upload Bandwidth
Download Bandwidth
Overrided Primary DNS
Overrided Secondary DNS
Debug Enable

Verbose Debug Enable

]

» Advanced Settings

Link Settings (WLAN)

Item Description Default
General Settings
Index Indicate ordinal of list. -
Type Show type of the link. WLAN
Description Enter a description for this link. Null
Connection Type Select from “DHCP” or “Static”. DHCP
WLAN Settings
SSID Enter 1-32 characters SSID that your device wants to connect. SSID device
(Service Set Identifier) is the name of your wireless network.
Connect to Hidden SSID | Click the toggle button to enable/disable this option. When the device OFF
works in Client mode and needs to connect to any access point that has a
hidden SSID, you need to enable this option.
Password Enter 8-63 characters password of the access point to which your device Null
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wants to connect.

Static Address Settings

IP Address Enter IP address with Netmask which can access the Internet, Null
e.g., 192.168.1.1/24.
Gateway Enter IP address of the Wi-Fi AP. Null
Primary DNS Set primary DNS address. Null
Secondary DNS Set secondary DNS address. Null
Ping Detection Settings
Enable Click the toggle button to enable/disable the ping detection mechanism, a | ON
keepalive policy of the device.
Primary Server The device will ping this primary address/domain name to check if the 8.8.8.8
current connectivity is active.
Secondary Server The device will ping this secondary address/domain name to check if the 114.114.1
current connectivity is active. 14.114
Interval Set ping interval. 300
Retry Interval Set ping retry interval. When ping fails, the device will ping again every 5
retry interval.
Timeout Set ping timeout. 3
Timeout Unit Set ping timeout unit. Second(s) or Millisecond(ms) Second
Max Ping Tries Set max ping tries. Switch to another link or take emergency action if the 3
max continuous ping tries reached.
Advance Settings
NAT Enable Click the toggle button to enable/disable the Network Address Translation | ON
option.
Conntrack Flush Click the toggle button to enable/disable clearing connection tracking ON
information in the conntrack table when the link is up.
Note: This option is only available when "Enable NAT" is ON.
MTU Enter Maximum Transmission Unit. 1500
Upload Bandwidth Enter upload bandwidth used for QoS, measured in kbps. 10000
Download Bandwidth Enter download bandwidth used for QoS, measured in kbps. 10000
Specify Primary DNS Define a primary DNS server address used by the link. Null
Specify Secondary DNS | Define a secondary DNS server address for the link. Null
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON
information output.
Verbose Debug Enable Click the toggle button to enable/disable this option. Enable verbose OFF

debugging information output.
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Status

This page allows you to view the status of the link connection and clear the monthly data usage statistics.

Link Manager

Status

Index Link Status

1 WWAN1 Connected

Uptime
0 days, 00:00:50

IP Address
10.33.245.89/255.255.255.252

Click the right-most button [l§to select the connection status of the current link.

Connect

Disconnect

Click the row of the link, and it will show the details information of the current link connection under the row.

Status

-A Link Status

Index Link Status

i WWAN1 Connected

Index
Link
Status
Interface
Uptime

IP Address
Gateway
MTU

DNS

RX Packets
TX Packets
RX Bytes

TX Bytes

Uptime
0 days, 00:00:03

IP Address
10.33.245.89/255.255.255.252

1

WWAN1

Connected

wwan

0 days, 00:00:03
10.33.245.89/255.255.255.252
10.33.245.90

1500

120.80.80.80 221.5.88.88

656

700
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» WWAN Data Usage Statistics

WWAN1 Monthly Stats
WWAN2 Monthly Stats

Click button to clean SIM1 or SIM2 monthly data usage statistics. Data statistics will be displayed only if
enable the Data Allowance function in Interface > Link Manager > Link Settings > WWAN Settings > Data Allowance.

~ WAN Data Usage Statistics

WAN Monthly Stats

Click the button to clear WAN monthly data traffic usage statistics. Data statistics will be displayed only if
enable Data Allowance function in Interface > Link Manager > Link Settings > WAN Settings > Data Allowance.

3.2.2 LAN

This section allows you to set the related parameters for the LAN port. There may be multiple Ethernet ports in the
device, and at least one LAN port must be assigned as lan0 with its or their default IP 192.168.0.1/255.255.255.0.

Note:

1) R3000 Lite has only one Ethernet port which can only be assigned as LAN.
2) R2000 Lite has only one Ethernet port which can only be assigned as LAN.
3) R1510 Lite has only one Ethernet port which can only be assigned as LAN.

LAN

LAN Multiple IP Tagged VLAN Status

»~ Network Settings
Index Interface IP Address Netmask VLAN ID +
1 lan0 192.168.0.1 255.255.255.0 0 21X

»~ DHCP Static Lease Settings
Index Interface MAC P +

Note: The lan0 cannot be deleted.

You may click <= to add a new LAN port or click X to delete the current LAN port. Now, click [#] to edit the
configuration of the LAN port.
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» General Settings

Index [1

IP Address |192.168.0.1

Netmask | 255.255.255.0

J
_ Interface [lan0
)
)
)

MTU [ 1500

General Settings @ LAN

Item Description Default
Index Indicate ordinal of list. --
Interface Show editing port. The lanl is available only if it was selected by one of lan0

ETHO 1ETHn in Ethernet > Ports > Port Settings.
IPv4 Address | Set IP address of the LAN port. 192.168.0.1
Netmask Set Netmask of the LAN port. 255.255.255.0
MTU Enter Maximum Transmission Unit. 1500

The window is displayed below when choosing “Server” as the mode.

» DHCP Settings

Mode [Server

IP Pool Start [ 192.168.0.2 |

IP Pool End [192.168.0.100 J

Subnet Mask [255.255.255.0 |

~ DHCP Advanced Settings

Gateway

Primary DNS

Secondary DNS

Lease Time

Expert Options

S I G O S SRR L S G

|
[
[
WINS Server [
|
[

Debug Enable - OFE
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The window is displayed below when choosing “Relay” as the mode.

» DHCP Settings

Mode | Relay

DHCP Server For Relay | |
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Debug Enable Cm

» DHCP Advanced Settings

DHCP clients.

LAN
Item Description Default
DHCP Settings
Enable Click the toggle button to enable/disable the DHCP function. ON
Mode Select “Server” or “Relay”. Server
y  Server: Lease IP address to DHCP clients that have been
connected to LAN port
Yy Relay: The device can be a DHCP Relay, which will provide a relay
tunnel to solve the problem that DHCP Client and DHCP Server
are not in the same subnet
IPv4 Pool Start Define the beginning of the pool of IP addresses that will be leasedto | 192.168.0.2

IPv4 Pool End

Define the end of the pool of IP addresses that will be leased to DHCP
clients.

192.168.0.100

Subnet Mask

Define the subnet mask of the IP address obtained by DHCP clients
from the DHCP server.

255.255.255.0

information output.

DHCP Server for Relay | Enter the IP address of the DHCP relay server. Null
DHCP Advanced Settings

Gateway Define gateway address assigned by the DHCP server to the clients, Null
which must be on the same network segment as the DHCP address
pool.

Primary DNS Define primary DNS server address assigned by the DHCP server to the | Null
clients.

Secondary DNS Define secondary DNS server address assigned by the DHCP server to Null
the clients.

WINS Server Define Windows Internet Naming Service obtained by DHCP clients Null
from DHCP server.

Lease Time Set a lease time in which the client can use the IP address obtained 120
from the DHCP server, measured in seconds.

Expert Options Enter some other options of the DHCP server in this field. Null
format: config-desc;config-desc, e.g. log-DHCP;quiet-DHCP

Debug Enable Click the toggle button to enable/disable this option. Enable DHCP OFF
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~ DHCP Static Lease Settings

Index Interface MAC P +

You can click + to add a new MAC and IP from the pop-up window in DHCP Static Lease Settings.

» General Settings

Index [ i ]
Interface [ lan0
MAC [ ] ®@
P [ ] ®@
LAN
Item Description | Default
General Settings
MAC Enter MAC address for static lease. NULL
IP Enter IP address for static lease. NULL

Multiple IP

“ Multiple IP Tagged VLAN Status

A Multiple IP Settings

Index Interface IP Address Netmask =

You may click <= to add multiple IP to the LAN port or click X to delete the multiple IP of the LAN port. Now,
click [#] to edit the multiple IP of the LAN port.

» IP Settings

Index i

IP Address

Netmask

[ )
Interface [lan0
| |
[ ]

IP Settings
Item Description Default
Index Display index list. --
Interface Show editing port. --
IP Address Set IP addresses of the LAN port. Null
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IP Settings
Item Description Default
Netmask Set Netmask of the LAN port. Null

Tagged VLAN

Index Enable Interface VID IP Address Netmask o=

A~ VLAN Settings

You may click 4= to add a VLAN to the LAN port or click X to delete the VLAN of the LAN port. Now, click [# to edit
the VLAN of the LAN port.

A~ VLAN Settings

Index [ 1 ]

Interface |[lan0
vip | 100 ]

IP Address | ]
Netmask | |

VLAN Settings
Item Description Default
Index Display index list. --
Enable Click the toggle button to enable/disable the Tagged VLAN function. ON
Interface Show editing port. --
VID Set VLAN ID of the LAN port. Values range from 1 to 4094 100
IP Address Set IP address of the VLAN. Null
Netmask Set Netmask of the VLAN. Null
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Status

This section allows you to view the status of the LAN connection.

A~ Interface Status
MAC Address
AA-EAAREIATEEE

IP Address
192.168.0.1/255.2...

Index Interface

1 lan0

- Connected Devices
Index IP Address
1 192.168.0.73

Inactive Time

Os

MAC Address Interface

00:E0:4C:10:00:57

lan0

~ DHCP Lease Table
Index IP Address
1 192.168.0.73

Expired Time
0 days, 01:44:10

MAC Address Interface

00:e0:4c:10:00:57

lan0

Click the row of status, the details status information will be displayed under the row.

A Interface Status

MAC Address
RX Packets
TX Packets

RX Bytes

TX Bytes

Index Interface IP Address MAC Address
1 lan0 192.168.0.1/255.2... 34:FA:40:0B:68:AC
Index 1
Interface lan0
IP Address 192.168.0.1/255.255.255.0

34:FA:40:0B:68:AC

14470

12759

2849614

10657230

» Connected Devices

Index IP Address MAC Address
i 192.168.0.73 00:E0:4C:10:00:57
Index
IP Address

MAC Address

Interface

Inactive Time

Interface Inactive Time

lan0 Os .S
1
192.168.0.73

00:E0:4C:10:00:57

lan0

Os
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~ DHCP Lease Table

Index IP Address MAC Address Interface Expired Time
1 192.168.0.73 00:e0:4¢:10:00:57 lan0 0 days, 01:44:10 P
Index 1

IP Address 192.168.0.73
MAC Address 00:20:4c:10:00:57
Interface lan0

Expired Time 0 days, 01:44:10

3.2.3 Ethernet

This section allows you to set the related parameters for Ethernet. There may be multi-Ethernet ports in the device.
The ETHO in the device can be configured as either a WAN port or LAN port, while other Ethernet port(s) can only be
configured as LAN ports. The default settings of all Ethernet ports are lan0 and their default IP is
192.168.0.1/255.255.255.0.

Note:

1) R2000 Dual can supply power to the behind device via ETH1~ETH4(enable the POE in Ports settings).
2) R3000 Lite has only one Ethernet port which can only be configured as LAN.

3) R2000 Lite has only one Ethernet port which can only be configured as LAN.

4) R1510 Lite has only one Ethernet port which can only be configured as LAN.

» Port Settings

I

Index Port Port Assignment Port Enable
1 eth0 lan0 true e
2 ethi lan0 true LI]
3 eth2 lan0 true E
4 eth3 lan0 true ks

Click [#] button of ethO to configure its parameters, and modify the port assignment parameters of eth0 in the
pop-up window.
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A Port Settings

1 )
|« K€

Index

Port | eth0

Port Assignment [ wan

& /°

| Auto Negotiation

S o~

Port Enable

Port Speed

VLAN Tag Enable

@ rcbustel

Note:

(1) Only R3000 Series/R3000LG/R2110/R5020/R5020Lite support specifies port speed.

Port Settings

Item Description Default
Index Indicate ordinal of list. --
Port Show editing port, read-only. --
. Choose Ethernet port type, such as a WAN port or LAN port. When setting the
Port Assignment ] ) lan0
port as a LAN port, you can click the drop-down list to select “lan0” or “lan1”.
Port Enable Enable or disable the port. ON
Port Speed . Auto
Aoptional A Specify port speed. Negotiation
PoE Enable Click to enable or disable the PoE function. When the PoE function is enabled, ON
(Optional) it will connect the POE voltage.
Click the button to toggle VLAN identification on or off. It is only available
VLAN Tag Enable OFF

when the port allocation is set to wan.

»~ Advanced Settings

Advanced Settings

Item

Description

Default

SFE Fast

Click the toggle button to enable/disable this feature.
SFE Fast can increase the ethernet port rate, but it affects QoS.

OFF

Note: Only R5020 supports "SFE Fast ".
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Status

This section allows you to view the status of the Ethernet connection.

~ Port Status

Index Port Link
1 eth0 Down v
2 ethl Down v
3 eth2 Down ¥ 4
4 eth3 Down v
5 eth4 Down v

Click the row of status, the details status information will be displayed under the row. Please refer to the screenshot
below.

~ Port Status

Index Port Link
1 eth0 Down v
2 ethl Down AV 4
3 eth2 Down N
4 eth3 Down v
5 eth4 Down PN
Index 5
Port ethd
Link Down
3.2.4 Cellular

This section allows you to set the related parameters of Cellular. The device has 1 or 2 SIM card slots.

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIMCard Phone Number Network Type Band Select Type

1 SIM1 Auto All #
2 SIM2 Auto All #

Click [#} on the right-most of SIM 1 to edit the parameters.
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~ General Settings

1

J
s1M1

Index

SIM Card

Phone Number

[
[
[ )
PIN Code [ ] ®@
MCC+MNC Code [ ] ®@
Extra AT Cmd [ ] ®@
Telnet Port [0 ] ®@
Waiting For Update APN [90 ] ®@
Monthly Sent SMS Limit [0 ] ©)
SMs Billing Day [1 ] ®@

The window is displayed below when choosing “Auto” as the network type.

» Cellular Network Settings

Network Type | | Auto n @

Band Select Type [Aii C?)

»~ Advanced Settings
Debug Enable m:]

Verbose Debug Enable - OFF

Timeout For Network Registration [O ] @

Preferred Using CID3 Cm
Custom APN LIST Enable m:] )

The window is displayed below when choosing “Specify” as the band select type.
Note:
1) There may be some differences in Band Settings due to the different cellular modules.

» Cellular Network Settings

Network Type [Auto @

Band Select Type [Specify @
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» Band Settings

GSM 850
GSM 900 - OFF
GSM 1800 [—m
GSM 1900 - OFF
WCDMA 800 - OFF
WCDMA 850
WCDMA 900
WCDMA 1800 m |
WCDMA 2100 - OFF
WCDMA 1700 [_m
LTE Band 1 - OFF
LTE Band 2 - OFF
LTE Band 5
LTE Band 7
LTE Band 8 m
LTE Band 20 - OFF

~ Advanced Settings

Debug Enable

IE
=
-

Verbose Debug Enable

Timeout For Network Registration [ 0 ] @
Preferred Using CID3 @
Custom APN LIST Enable m:] ®
Cellular
Item Description Default
General Settings

Index Indicate ordinal of list. --
SIM Card Show currently editing SIM card. SIM1
Phone Number Enter phone number of the SIM card. Null
PIN Code Enter a 4-8 character PIN code used for unlocking the SIM. Null

RT_SM_v.5.2.0 26 October. 2023 40/198



RobustOS Software Manual

@ rcbustel

Enable

feature

Cellular
Item Description Default
MCC+MNC Code Enter 5-6 digits and semicolon endings must be used. Used to lock the device can | Null
only use the specified carrier SIM card.
Extra AT Cmd Enter AT commands used for cellular initialization. Null
Telnet Port Specify the Port listening of telnet service, used for AT over Telnet. 0
Waiting For The time interval for automatically updating the APN after connecting to the 90
Update APN network. Unit: second
The modem needs to support automatic update APN feature. e.g.: HL7618RD
Monthly Sent Enter the maximum number of SMS that can be sent per month, 0 means no 0
SMS Limit limit.
SMS Billing Day Enter the date monthly to reset SMS count to zero. 1
Cellular Network Settings
Network Type Select the cellular network type, which is the network access order. Select from Auto
“Auto”, “2G Only”, “2G First”, “3G Only”, “3G First”, “4G Only”, and “4G First”.
y  Auto: Connect to the best signal network automatically.
Yy 2G Only: Only the 2G network is connected.
Yy 2G First: Connect to the 2G Network preferentially.
Y 3G Only: Only the 3G network is connected.
Y 3G First: Connect to the 3G Network preferentially.
Yy 4G Only: Only the 4G network is connected.
Y 4G First: Connect to the 4G Network preferentially.
Note:
1) There may be some different optional network types due to the different
cellular modules.
2) Click”?” Character in the menu for help to see the details.
Band Select Type | Select from “All” or “Specify”. You may choose certain bands if choosing All
“Specify”.
Advanced Settings
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON
information output.
Verbose Debug Click the toggle button to enable/disable this option. Enable verbose debugging OFF
Enable information output.
Timeout For . . . . . 0
et The timeout is required for the module to register to the network. Unit: seconds.
. . 0 means the default setting is used.
Registration
Preferred Using Click the toggle button to enable/disable this option. Enable using APN3 to access | OFF
CID3 the Internet. Some operators need to use APN3 to access the Internet normally,
just like Verizon and it can be turned on if necessary
Custom APN LIST | Click the toggle button to enable/disable this option. Enable Custom APN LIST ON
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Status

This section allows you to view the status of the cellular connection.

Cellular Status AT Debug

Index Modem Status Modem Model IMSI Registration

1 Ready RM500U-CN 46001829621 Registered

Click the row of status, details will be displayed under the row.

]
RT_SM_v.5.2.0 26 October. 2023 42/198



RobustOS Software Manual

@ rcbustel

Status

AT Debug

Index Modem Status Modem Model IMSI Registration
1 Ready RM500Q-AE 454031022833865 Mot registered, searching )
Index 1
Modem Status Ready
Modem Model RMS000Q-AE
Current 5SIM 5IM1
Phone Number
IMSI 454031022833865
ICCID 8985203102028338658F
Registration Not registered, searching
Network Provider CHN-UNICOM
ENDC Stats Inactive
Band 3
Signal Strength 99 (N/A)
RSRP -98 dBm
RSRQ -15dB
SINR & dB
PLMN ID 46001
Local Area Code
CellID D217532
IMEI 867197050529789
Firmware Version RM500QAEAARIIAOZM4G 01.005.01.005
Physical Cell ID &2
Tracking Area Code 754D
Status
Item Description
Index Indicate ordinal of list.
Modem Status Show status of radio module.
Modem Model Show model of radio module.
Current SIM Show SIM card that your device is using.

]
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Status

Item

Description

Phone Number

Show phone number of current SIM.
Note: This option will be displayed if entered manually in Cellular >SIM1/ SIM2 >
General Settings > Phone Number.

IMSI

Show IMSI nhumber of current SIM.

ICCID

Show ICCID number of current SIM.

Registration

Show current network status.

Network Provider

Show name of the Network Provider.

Network Type Show current network service type, e.g., GPRS.

ENDC Stats Show current ENDC status.

5G Architecture Show current 5G type. SA or NSA. This option is only displayed on 5G products.

Band Show band of the current network.

Signal Strength Show signal strength. (Only valid for 2/3/4G network, please refer to RSRP for 5G
network)

RSRP Show Reference Signal Received Power value. (Only valid for 4G or 5G networks)

RSRQ Show Reference Signal Received Quality Value. (Only valid for 4G or 5G networks)

PLMN ID Show current PLMN ID.

Local Area Code Show current local area code used for identifying the different areas.

Cell ID Show current cell ID used for locating the device.

IMEI Show IMEI (International Mobile Equipment Identity) number of the radio module.

Firmware Version Show current firmware version of cellular module.

SINR Show signal to interference plus noise ratio. (Only for 4G network or 5G network)

Physical Cell ID Show Physical Cell ID.

A~ SMS Usage Statistics

SIM1 SMS Monthly Stats

SIM2 SMS Monthly Stats m

SMS Usage Statistics

Item

Description

SIM1 SMS Monthly Stats

Click the button m to manually clear the accumulated number of SMS sent

using SIM1.

SIM2 SMS Monthly Stats

Click the button m to manually clear the accumulated number of SMS sent

using SIM2.

AT Debug

This section allows you to do the AT Debug.
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AT Debug

» AT Debug
Command
Result
AT Debug
Item Description Default
Command Enter AT command that you want to send to the cellular module in this Null
text box.
Result Show AT command responded to by the cellular module in this text box. Null
m Click the button to send AT command. -

3.2.5 Wi-Fi

This section allows you to configure the parameters of two Wi-Fi modes. The device supports both Wi-Fi AP or Client
modes and defaults as AP.

Wi-Fi AP

Configure Device as Wi-Fi AP
Click “Interface > Wi-Fi > Wi-Fi”, select “AP” as the mode, and click “Submit”.
2.4GHz WI-FI Only

WiFi Access Point Advanced

» General Settings

Mode (AP n ®@
Region [SE ]@

Note:
(1) Only R3000 Series support Mode options.

2.4GHz and 5GHz Wi-Fi
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[ WiFi Access Point 2.4G Access Point 5G Status EAP Cert

» General Settings

Region [SE } @

Note:

1) Please click Save & Apply > Reboot after finishing the configuration, then the change will take effect.

2) Only R2110 and R5020 support both 2.4GHz and 5GHz.

3) R2110/R5020 series/R151 series/520/R201X series devices now support running WiFi AP and WiFi Client modes
at the same time. The WLAN interface is added by default in link management, and there is no need to select the
working mode here.

Access Point 2.4G

Click the Access Point 2.4G column to configure the parameters of Wi-Fi AP. By default, the security mode is set as
“Disabled”.

- General Settings
Enable - OFF

11bgn Mixed

Wireless Mode

Bandwidth

[
[

Channel [auto @
|

SSID | RBT-834A-2.4G ]
Broadcast SSID m:]
Security Mode [Disabled @

|
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The window is displayed below when setting “WPA-Personal” as the security mode.

A General Settings

Wireless Mode | 11bgn Mixed
Bandwidth |[20MHz @
Channel [Auto ®@

SSID [RBT_25FD_2G_test |

Broadcast SSID m:]
WPA-Personal ®

WPA/WPA2

AES

Security Mode

WPA Version

Encryption

PSK Password

—_— — —— —— —

Group Key Update Interval

The window is displayed below while setting “WEP” as the security mode.

» General Settings

Wireless Mode [llbgn Mixed
Bandwidth [20MHz ®@
Channel [auto @

SSID [RBT—834A—2.4G ]

Broadcast SSID m:]

Security Mode WEP v

| —

® @

,_,

WEP Key

|
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The window is displayed below while setting “EAP-TLS” as the security mode.
Note:
(1) Only R2110/R5020/R5020Lite supports "EAP-TLS" security mode.

A General Settings

Wireless Mode [llbgn Mixed
Bandwidth [20MHz ®
Channel [Auto @
SSID [RBT 25FD_2G_test |
Broadcast SSID m:]
Security Mode  [EAP-TLS ®
Radius Authentication Server Address ‘ 0.0.0.0 J
Radius Authentication Server Port [1812 J
Radius Server Share Secret [-------- @J @
General Settings @ Access Point 2.4G
Item Description Default
Enable Click the toggle button to enable/disable the Wi-Fi access OFF
point option.
Wireless Mode Select from “11bgn Mixed”, “11b only”, “11g only”, and “11n 11bgn Mixed
only”.
y 11bgn Mixed: mix three protocols for backward
compatibility

y 1lbonly: IEEE 802.11b, 11 Mbps

y 11gonly: IEEE 802.11g, 54 Mbps

y 11nonly: IEEE 802.11n, 450 Mbps

The channel that different bandwidths can choose is as

follows.
y  Auto: The device will scan all frequency channels until the
best one is found.
y The frequency of 1~13 channels of 20MHz bandwidth
available channel:
1-2412 MHz
Channel Auto
2—-2417 MHz
3-2422 MHz
4-2427 MHz
5-2432 MHz
6—2437 MHz
7-2442 MHz

8-2447 MHz
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General Settings @ Access Point 2.4G

Item Description Default

9-2452 MHz

10-2457 MHz

11-2462 MHz

12-2467 MHz

13-2472 MHz
y The frequency of 1~13 channels of 40MHz bandwidth

available channel:

1-2412 MHz

2—-2417 MHz

3-2422 MHz

4-2427 MHz

5-2432 MHz

6—2437 MHz

7-2442 MHz

8-2447 MHz

9-2452 MHz

10-2457 MHz

11-2462 MHz

12-2467 MHz

13-2472 MHz
SSID Enter SSID (Service Set Identifier), the name of your wireless RBT-XXXX-2.4G
network. The SSID of a client and the SSID of the AP must be
identical for the client and AP to be able to communicate with
each other. Enter 1 to 32 characters.
Broadcast SSID Click the toggle button to enable/disable the SSID being ON
broadcast. When enabled, the client can scan your SSID.
When disabled, the client cannot scan your SSID. If you want
to connect to the device AP, you need to manually enter the
SSID of the device AP on the Wi-Fi client side.
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General Settings @ Access Point 2.4G

Item Description Default
Security Mode Select “Disabled”, “WPA-Personal”, “WPA-Enterprise”, Disabled
“WEP”, “EAP-TLS”.

y Disabled: The user can access the Wi-Fi without a
password

Note: It is strongly recommended for security purposes that

you do not choose this kind of mode.

Yy  WPA-personal: Wi-Fi access protection. Only one
password is provided for identity authentication

y  WEP: Wired Equivalent Privacy provides encryption for
wireless device’s data transmission

y  WPA-Enterprise: Each user who connects to the network
is required to provide a personal username and
password, digital certificate, or other credentials for
authentication.

Note: This option is available for some models, R3000

y  EAP-TLS: An advanced authentication protocol for strong
authentication and security based on the Transport Layer
Security (TLS) protocol.

Note: Only R2110/R5020/R5020Lite supports WiFi EAP-TLS

authentication method.

WPA Version Select from “WPA/WPA2”, “WPA” or “WPA2” or “WPA3”. WPA/WPA2

Yy WPA/WPA2: The device will automatically choose the
most suitable WPA version

y  WPA: The early Wi-Fi security standard uses the TKIP
(Temporal Key Integrity Protocol) encryption protocol to
protect data transmission and provide a certain degree of
data protection.

y  WPA2: WPA2 is an upgraded version of WPA, using a
more powerful encryption protocol AES (Advanced
Encryption Standard), and providing more advanced data
protection.

y  WPA3: WPA3 is a further improvement of WPA2, using
stronger password cracking protection, increasing the
security of public wireless networks, and improving the
method of password selection.

Note: R2110/R5020 series/R151X series/R1520/R201X series

support WPA3
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General Settings @ Access Point 2.4G

Item Description Default
Encryption Select from “TKIP” or “AES”. Auto
y  TKIP: Temporal Key Integrity Protocol (TKIP) encryption
uses a wireless connection. TKIP encryption can be used
for WPA-PSK and WPA 802.1x authentication
y  AES: AES encryption uses a wireless connection. AES can
be used for CCMP WPA-PSK and WPA 802.1x
authentication. AES is a stronger encryption algorithm
than TKIP
Note: The security mode will affect the wireless
communication rate. Different wireless modes support
different encryption modes. For example, 802.11n supports
neither WEP security mode nor the TKIP algorithm. If they are
used, the wireless communication rate will reduce to 54Mbps
(802.11g mode). It is recommended to select AES in 802.11n
mode.
PSK Password Enter Pre-share key password. Enter 8 to 63 characters. Null
Radius Authentication Enter the Radius authentication server address. 0.0.0.0
Server Address
Radius Authentication Enter the Radius authentication server port. 1812
Server Port
Radius Server Share Secret | Enter the Radius server shared password, limited to 8 to 128 Null
characters.
Group Key Update Interval | Enter the time of group key renewal. 3600
WEP Key Enter WEP key. The key length should be 10 or 26 Null

hexadecimal digits depending on which WEP key is used, 64
digits or 128 digits.

» Advanced Settings

Max Associated Stations [ 64 ]
Beacon Interval [ 100 ]
DTIM Period [2 ]

Channel Width [Auto

Enable Short GI m:] ®
Enable AP Isolation - OFF ®

Debug Level [None
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Advanced Settings @ Access Point 2.4G

Item

Description

Default

Max Associated Stations

Set the maximum number of clients allowed to access the device’s
AP. (Value 0 means without limitation)

0

Beacon Interval

Set the interval of time in which the device AP broadcasts a beacon
which is used for wireless network authentication.

100

DTIM Period

Set delivery traffic indication message period, and the device AP will
multicast the data according to this period.

Channel Width

Select device channel width, “20 MHz” or “40 MHZz"”

Note: 40 MHz channel width provides twice the data rate
available over a single 20 MHz channel; the data transfer rate
of 80MHz bandwidth is 4 times greater than that of a single
20Mhz bandwidth.

Auto

Enable Short Gl

Click the toggle button to enable/disable the Short Guard Interval
option. Short Gl is a blank time between two symbols, providing a
long buffer time for signal delay. Using the Short Gl would increase
11% in data rates, but also result in higher packet error rates.

ON

Enable AP Isolation

Click the toggle button to enable/disable the AP isolation option.

When enabled, the device will isolate all connected wireless devices.

The wireless devices can’t access each other.

OFF

Debug Level

AN {H A

Select from “verbose”, “debug”, “info”,

”n u

notice”, “warning”, or

“none”.

none

Boe

ACL Mode [Acce pt

ACL Settings @ Access Point 2.4G

y

Accept: Only the packets fitting the entities of the “Access Control
List” can be allowed

Deny: All the packets fitting the entities of the “Access Control
List” will be denied

Note: The device can only allow or deny devices included in the “Access

Control List” at one time.

Item Description Default
Enable ACL Click the toggle button to enable/disable this option. OFF
ACL Mode Select “Accept” or “Deny”. Accept

 Access Control List

Index

Description

MAC Address

Click+ to add a MAC address to the Access Control List. The maximum count for MAC addresses is 64.
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Access Point 2.4G

~ Access Control List

Index |1 |

Description [ ]

MAC Address [ ]

Access Control List @ Access Point 2.4G
Index Indicate ordinal of list. --
Description Enter a description for this access control list. Null
MAC Address Add a MAC address here. Null

Access Point 5G

Click the Access Point 5G column to configure the parameters of Wi-Fi AP. By default, the security mode is set as
“Disabled”.

- General Settings
Enable - OFF

Wireless Mode

Bandwidth

[
[

Channel [36 @
|

SSID

Broadcast SSID m:]
Security Mode |Disabled nl @

|
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The window is displayed below when setting “WPA-Personal” as the security mode.

A General Settings

Wireless Mode | 11a/an/ac
Bandwidth [8OMHz ®@
Channel |44 ©)

SSID |RBT_25FD_5G_test |

Broadcast SSID m

Security Mode | WPA-Personal ®@
WPA Version | WPA/WPA2
Encryption |AES

PSK Password | eseseees | ®
[ )

Group Key Update Interval

The window is displayed below when setting “WEP” as the security mode.

»~ General Settings
Enable - OFF

Wireless Mode [llan

Bandwidth [20MHz ®@

Channel [36 @

SSID [ RBT-834A-5G ]

Broadcast SSID

Security Mode |WEP n ®

WEP Key [............ ] ®@

|
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The window is displayed below while setting “EAP-TLS” as the security mode.
Note:
(1) Only R2110/R5020/R5020Lite supports "EAP-TLS" security mode.

- General Settings

Wireless Mode | 11a/an/ac
Bandwidth [80MHz ®
Channel (44 ®@

SSID |RBT 25FD 5G test |

Broadcast SSID m

Security Mode [EAP-TLS ®@
Radius Authentication Server Address {0 0.0.0 ]
Radius Authentication Server Port { 1812 ]
Radius Server Share Secret { ] @

General Settings @ Access Point 5G

Item Description Default
Enable Click the toggle button to enable/disable the Wi-Fi access OFF
point option.
Wireless Mode Select from “11an”, or “11a/an/ac”.
y 1lan: Compatible IEEE 802.11a, 54 Mbps and IEEE
802.11n, 300Mbps 11an

y 1la/an/ac: Compatible IEEE 802.11a, 54 Mbps,
IEEE802.11n 300 Mbps and 802.11ac, 867 Mbps
Bandwidth Select from “20MHZz”, “40MHZz” or “80MHZz".
Note: 40 MHz channel width provides twice the data rate
available over a single 20 MHz channel; the data transfer rate | 20MHz
of 80MHz bandwidth is 4 times greater than that of a single 20
MHz bandwidth.
The optional channels for bandwidths are as below.
y The frequency of 36~165 channels of 20MHz bandwidth
available channels:
36-5180 MHz
40-5200 MHz
Channel 36
44-5220 MHz
48-5240 MHz
149-5745 MHz
153-5765 MHz
157-5785 MHz
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General Settings @ Access Point 5G

Item

Description

Default

161-5805 MHz
165-5825 MHz
y The frequency of 36~165 channels of 40MHz bandwidth
available channels:
36-5180 MHz
40-5200 MHz
44-5220 MHz
48-5240 MHz
149-5745 MHz
153-5765 MHz
157-5785 MHz
161-5805 MHz
165-5825 MHz
y The frequency of 36~165 channels of 80MHz bandwidth
available channels:
36-5180 MHz
40-5200 MHz
44-5220 MHz
48-5240 MHz
149-5745 MHz
153-5765 MHz
157-5785 MHz
161-5805 MHz
165-5825 MHz
Note: All available channels of 5GHz Wi-Fi on different
bandwidths are listed above. Web parameters should be
configured due to the different available channels in different
countries and areas.

SSID

Enter SSID (Service Set Identifier), the name of your wireless
network. The SSID of a client and the SSID of the AP must be
identical for the client and AP to be able to communicate with
each other. Enter 1 to 32 characters.

RBT-XXXX-5G

Broadcast SSID

Click the toggle button to enable/disable the SSID being
broadcast. When enabled, the client can scan your SSID.
When disabled, the client cannot scan your SSID. If you want
to connect to the device AP, you need to manually enter the
SSID of the device AP on the Wi-Fi client side.

ON
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General Settings @ Access Point 5G

Yy WPA/WPA2: The device will automatically choose the
most suitable WPA version

y  WPA: The early Wi-Fi security standard uses the TKIP
(Temporal Key Integrity Protocol) encryption protocol to
protect data transmission and provide a certain degree of
data protection.

y  WPA2: WPA2 is an upgraded version of WPA, using a
more powerful encryption protocol AES (Advanced
Encryption Standard), and providing more advanced data
protection.

y  WPA3: WPA3 is a further improvement of WPA2, using
stronger password cracking protection, increasing the
security of public wireless networks, and improving the
method of password selection.

Yy  Note: R2110/R5020 series/R151X series/R1520/R201X
series support WAP3

Item Description Default
Security Mode Select “Disabled”, “WPA-Personal”, “WPA-Enterprise”, Disabled
“WEP”, “EAP-TLS".
y Disabled: The user can access the Wi-Fi without a
password
Note: It is strongly recommended for security purposes that
you do not choose this kind of mode.
Yy  WPA-personal: Wi-Fi access protection. Only one
password is provided for identity authentication
y  WEP: Wired Equivalent Privacy provides encryption for
wireless device’s data transmission
y  WPA-Enterprise: Each user who connects to the network
is required to provide a personal username and
password, digital certificate, or other credentials for
authentication.
Note: This option is available for some models, R3000
y  EAP-TLS: An advanced authentication protocol for strong
authentication and security based on the Transport Layer
Security (TLS) protocol.
y Note: Only R2110/R5020/R5020Lite supports WiFi
EAP-TLS authentication method.
WPA Version Select from “WPA/WPA2”, “WPA” or “WPA2” or “WPA3”. WPA/WPA2
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General Settings @ Access Point 5G
Item Description Default
Encryption Select from “TKIP” or “AES”.

y  TKIP: Temporal Key Integrity Protocol (TKIP) encryption
uses a wireless connection. TKIP encryption can be used
for WPA-PSK and WPA 802.1x authentication

y  AES: AES encryption uses a wireless connection. AES can
be used for CCMP WPA-PSK and WPA 802.1x
authentication. AES is a stronger encryption algorithm
than TKIP AES

Note: The security mode will affect the wireless

communication rate. Different wireless modes support

different encryption modes. For example, 802.11n supports
neither WEP security mode nor the TKIP algorithm. If they are
used, the wireless communication rate will reduce to 54Mbps

(802.11g mode). It is recommended to select AES in 802.11n

mode.
PSK Password Enter Pre-share key password. Enter 8 to 63 characters. Null
Radius Authentication Enter the Radius authentication server address. 0.0.0.0
Server Address
Radius Authentication Enter the Radius authentication server port. 1812

Server Port

Radius Server Share Secret | Enter the Radius server shared password, limited to 8 to 128 Null

characters.
Group Key Update Interval | Enter the time of group key renewal. 3600
WEP Key Enter WEP key. The key length should be 10 or 26

hexadecimal digits depending on which WEP key is used, 64 Null
digits or 128 digits.
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A Advanced Settings

Max Associated Stations

Beacon Interval

RTS Threshold

Fragmentation Threshold

)

[

[
DTIM Period |2

[

[

[

Transmit Power

enable wnn [N ]
Enable Short GI m:] @
Enable AP Isolation Cm @

Debug Level [none

Advanced Settings @ Access Point 5G

Item Description Default

Max Associated Stations Set the maximum number of clients allowed to access the device’s 0
AP. (Value 0 means without limitation)

Beacon Interval Set the interval of time in which the device AP broadcasts a beacon 100
which is used for wireless network authentication.

DTIM Period Set delivery traffic indication message period and the device AP will | 2
multicast the data according to this period.

RTS Threshold Set “request to send” threshold. When the threshold is set as 2347, 2347
the device AP will not send a detection signal before sending data.
And when the threshold is set as 0, the device AP will send a
detection signal before sending data.

Fragmentation Threshold | Set fragmentation threshold of a Wi-Fi AP. It is recommended that 2346
you use the default value 2346.

Transmit Power Select from “Max”, “High”, “Medium” or “Low”. Max

Enable WMM Click the toggle button to enable/disable the WMM option. ON

Enable Short Gl Click the toggle button to enable/disable the Short Guard Interval ON
option. Short Gl is a blank time between two symbols, providing a
long buffer time for signal delay. Using the Short Gl would increase
11% in data rates, but also result in higher packet error rates.

Enable AP Isolation Click the toggle button to enable/disable the AP isolation option. OFF
When enabled, the device will isolate all connected wireless devices.
The wireless devices cannot access each other.

Debug Level Select from “verbose”, “debug”, “info”, “notice”, “warning”, or none
“none”.
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Enable ACL - OFF

ACL Mode IAﬂcept @

ACL Settings @ Access Point 5G

Item Description Default
Enable ACL Click the toggle button to enable/disable this option. OFF
ACL Mode Select from “Accept” or “Deny”. Accept

y  Accept: Only the packets fitting the entities of the “Access Control
List” can be allowed

y  Deny: All the packets fitting the entities of the “Access Control
List” will be denied

Note: The device can only allow or deny devices that are included in the

“Access Control List” at one time.

~ Access Control List

Index Description MAC Address +

Click = to add a MAC address to the Access Control List. The maximum count for MAC addresses is 64.

Access Point 5G

~ Access Control List

Index [1 J

Description [ ]

MAC Address [ ]

Access Control List @ Access Point 5G
Index Indicate ordinal of list. -
Description Enter a description for this access control list. Null
MAC Address Add a MAC address here. Null
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Status

This section allows you to view the status of AP.

WiFi Access Point Advanced Status

A AP Status

Status COMPLETED
Channel 1
Channel Width 20 MHz

MAC Address 34:FA:40:0E:F7:94

» Associated Stations
Index MAC Address IP Address Name Connected Time Signal

Note: Wi-Fi is off by default. Follow the steps below to enable it and set the device as Wi-Fi client.

EAP Cert

This section support EAP certificate settings and viewing certificate file information.

WiFi Access Point 2.4G Access Point 5G Status EAP Cert -

» EAP-TLS Certificate Settings

PKCS#12 Certificate Choose File | No file chosen [ |

- Certificate Files

Index File Name File Size Modification Time
EAP Cert
Index Indicate ordinal of list. -
PKCS#12 Certificate

Click the button Mto select the local PKCS#12 certificate

file, and click the button [+ to import the certificate file.

|
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Wi-Fi Client

Note: This part of the content only applies to the R3000 series.

Configure Device as Wi-Fi Client

Click Interface > WiFi > WiFi, select “Client” as the mode, and regarding the AP type choose the related Client Band
then click “Submit”.

wr
~ General Settings

Mode | Client |« €]

Region | SE | | @

Then a “WLAN” column will appear under the Interface list.

~ WLAN Status

A

Status Disconnected

Interface
Link Manager Uptime
LAN
Ethernet IP Address
Cellular
Gateway
WiFi
WLAN DNS
UsB
DIDO MAC Address

Serial Port

Fhasnaal

Click Interface > Link Manager > Link Settings, and click the edit button of WLAN, then configure its related
parameters.

SS81D [ router ]
Connect to Hidden SSID
Password [ ]

Click Interface > WLAN to configure the parameters of Wi-Fi Client after setting the mode as Client. Please remember
to click Save & Apply > Reboot after finishing the configuration, so that the configuration can take effect.

|
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Status

 WLAN Status

Status Connected
Uptime 0 days, 00:00:17
IP Address 192.168.1.128/255.255.255.0
Gateway 192.168.1.253
DNS 172.16.0.1 202.96.209.6

MAC Address 00:23:a37:34:13:e4

3.2.6 USB

This section allows you to set the USB parameters. The USB interface of the device can be used for firmware
upgrades and configuration upgrades.

usB

» General Settings

Enable Automatic Upgrade

enableuss [B )

Key

This section allows you to generate the key for the USB.

BT -

USB Automatic Upgrade Key

General Settings @ USB

Item Description Default
Enable USB Click the toggle button to enable/disable the USB option. ON
Enable Automatic Click the toggle button to enable/disable this option. Enable to automatically | OFF
Upgrade update the firmware of the device when inserting a USB storage device with a
device firmware.
Key
Item Description Default
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USB Automatic Update --
. 2 Click EELEE T to generate a key, and click RELLILENto download the key.
ey

Note: In the process of USB auto upgrade, when using the USB auto-upgrade function, when the running light
appears, it means the upgrade is in progress. When the running light stops and the USR light is on, it means the
upgrade is complete. After upgrading, the device will not restart automatically. If there is no running light effect, it
means that there is an abnormality, and it does not enter into the automatic upgrade process.

3.2.7 DI/DO

This section allows you to set the DI/DO parameters. The Dl interface can be used for triggering the alarm, while the
DO can be used for controlling the slave device to realize real-time monitoring.

DI

Index Enable Mode Inversion

1 false ON-OFF false v

Click the right-most [#] button of DI index 1 as below. The window is displayed below when the default mode is
“ON-OFF”.

- General Settings

Index [I ]
Enable Cm
Mode [ON-OFF

Alarm On Content [f-‘n.iarm on ]

Alarm Off Content [f-‘n.iarm Off l
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The window is displayed below when choosing “Counter” as the mode.

A General Settings

Index |1 }
Enable Cm
Mode |Counter
Inversion Cm
Time interval for clearing DI counts | 0 | ®
Threshold Value [0 }
Alarm On Content | Alarm On ]
Alarm Off Content | Alarm Off }

General Settings @ DI

Item Description Default
Index Indicate ordinal of list. --
Enable Click the toggle button to enable/disable the digital input function. OFF
Mode Select “ON-OFF” or “Counter”. ON-OFF

Yy  ON-OFF: Alarm mode can be triggered at the DI access ON-OFF.
y Counter: Event counter mode.

Inversion The count is divided into a rising edge count of the level or a falling edge OFF
count. If the current rising edge count, the reverse edge is the falling edge
count.

Time interval for Input to set the DI count clearing timer. The possible value range is 0~2880, 0

clearing DI counts unit: minutes; 0 means not to use this function.

Threshold Value The threshold value is a unique parameter when the mode is counted. Set the | O
threshold value to trigger the DI alarm when the count value reaches the
threshold value.

Alarm On Content Show content when the alarm is on. Alarm On

Alarm Off Content Show content when the alarm is off. Alarm Off

Note: It defaults to a high alarm while turning to a low alarm after enabling the “Inversion” button.

DO

B -

A DO Settings

Index Enable Alarm On Action Alarm Off Action Initial State Alarm Source

1 false High Low Last DI1 Alarm Vs

Click [#] to enter the DO index 1, the configuration window is shown below.
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A General Settings

Index (1 ]
enable [ XE
Alarm On Action  [High
Alarm Off Action [Low
Initial State [Last
Delay |0 | ®
Hold Time |0 | ®
Alarm Source  (DIL Alarm

The window is displayed below when choosing “Pulse” as the alarm on the action.

» General Settings

Index |1 ]
Enable

Alarm On Action [Pulse

Alarm Off Action [Low

Initial State [Last
Delay [0 | @
Hold Time [0 | ®
Low-level Width | 1000 | @
High-level Width | 1000 | @

Alarm Source [DI1 Alarm
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The window is displayed below when choosing “Pulse” as the alarm off action.

» General Settings

Index |1 |
Enable
Alarm On Action [High
Alarm Off Action [Pulse
Initial State  [Last
Delay [0 | @

Hold Time [D

Low-level Width

High-level Width 1000

Alarm Source [DII Alarm

@ rcbustel

General Settings @ DO

Item Description Default
Index Indicate ordinal of list. -
Enable Click the toggle button to enable/disable this DO. OFF
Alarm On Action | Digital Output initiates when there is an alarm. Selected from “High”, “Low” or High

“Pulse”.

y  High: a high electrical level output.

y Low: alow electrical level output.

y Pulse: Generates a square wave as specified in the pulse mode parameters when

triggered.

Alarm Off Digital Output initiates when the alarm is removed. Selected from “High”, “Low” or Low
Action “Pulse”.

y  High: a high electrical level output.

y Low: alow electrical level output.

y Pulse: Generates a square wave as specified in the pulse mode parameters when

triggered.

Initial State Specify the Digital Output status when powered on. Selected from “Last”, “High” or Last

“Low”.

y Last: DO’s status will consist of the status of the last power off.

y High: DO interface is at a high electrical level.

y Low: DO interface is at a low electrical level.
Delay Set delay time for DO alarm start-up. The first pulse will be generated after a “Delay”. | 0
(unit: 100ms) Enter from 0 to 3000 (O=generate pulse without delay).
Hold Time Set hold time of DO status (Alarm On Action/Alarm Off Action). When the action time | O
(unit: s) reaches this specified time, DO will stop the action. Enter from 0 to 3000 seconds.
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General Settings @ DO

Item Description Default
(0: keep on until the next action)
Low-level Width | Set low-level width. It is available when enabling Pulse as “Alarm On Action/Alarm Off | 1000
(unit: ms) Action”. In Pulse Output mode, the selected digital output channel will generate a
square wave as specified in the pulse mode parameters. The low-level widths are
specified here. Enter from 1000 to 3000.
High-level Set high-level width. It is available when enabling Pulse as “Alarm On Action/Alarm 1000
Width Off Action”. In Pulse Output mode, the selected digital output channel will generate a
(unit: ms) square wave as specified in the pulse mode parameters. The high-level widths are
specified here. Enter from 1000 to 3000.
Alarm Source Digital output activation can be activated by this alarm. None

Status

This window allows you to view the status of the DI/DO interface. It can also clear the counter alarm of DI here.
Click button to clear DI 1 or DI 2 monthly usage statistics info for counter alarm.

Index Level Status Count
1 High Alarm off v
2 High Alarm off v

~ Action Of Clear

Counter Alarm Of DI 1

Counter Alarm Of DI 2

A DO Status
Index
1
2

Level
Closed
Closed

Low-level Width High-level Width

<<

-~ DO Control

Level Of DO1

Level Of DO2
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3.2.8 Al

This section is used to set the parameters of analog input (Al). The analog input is used to collect analog signals
within a certain range and is often used to collect continuously changing values such as voltage, current, temperature,
and pressure of the sensor. The higher the accuracy of the ADC bits used for analog input, the finer the analog
guantization and the more accurate the result.

Note:

1) R1520 supports an Al interface.

z

Index Enable InputType Interval

| false Voltage 5 #

Click the right-most [#] button of DI index 1 as below. The window is displayed as below when the “input type” is
“voltage”.

» General Settings

Index |1 |
enable [ I
Input Type [Voltage @
Min Threshold |3 | @
Max Threshold |20 | @
Interval |5 | @

The window is displayed below when the “input type” is “Current”.

» General Settings

Index [1 ]

Enable -nFF
Input Type Current n @

Min Threshold [4 l @
Max Threshold [ 16 ] @
Interval [E ] @
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Al (Analog Input)

Item Description Default
Index Indicate ordinal of list. --
Enable Click the switch button to "ON" to turn on the analog input function. OFF

Select "Voltage" or "Current".
Input type Yy Voltage: The data collected is voltage. Voltage
y  Current: The data collected is Current.

Min Threshold Set minimum voltage threshold. When the voltage collected by the Al interface is less

3

@Voltage than the minimum voltage threshold, an event notification will be triggered. Unit: V.

Set maximum voltage threshold. When the voltage collected by the Al interface is
Max Threshold . S . .

greater than the minimum voltage threshold, an event notification will be triggered. 20
@Voltage ]

Unit: V.
Min Threshold Set minimum current threshold. When the current collected by the Al interface is less 4
@Current than the minimum voltage threshold, an event notification will be triggered. Unit: mA.
VT Tl Set maximum current threshold. When the current collected by the Al interface is

in Thresho

greater than the minimum voltage threshold, an event notification will be triggered. 16
@Current ]

Unit: mA.
Interval Collect latest data every few seconds. 5

Status

Click the "Status" column to view the status of the Al.

~ Al Status

Index Type Min Threshold Max Threshold Value
il voltage 3 20

Index 1
Type voltage
Min Threshold 32

Max Threshold 20

3.2.9 Serial Port

This section allows you to set the serial port parameters. The device might support two serial ports, COM1 and COM?2,
which can be configured as two COM1 or two COM2 according to requirements. The serial data can be converted
into IP data or through IP data into serial data, and then the data can be transmitted through a wired or wireless
network, to realize the function of transparent data transmission.

Note:
1) The serial ports of R2010 and R3000-Quad can be configured as RS232 or RS485.
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Port Type Serial Port Status

» General Settings

Serial Port Type |RS485 B

Serial Port

Item Descriptions Default

Serial Port Type | Support RS485 or RS232 RS485

» Serial Port Settings

Index Port Enable Baud Rate Application Mode
i COM1 false 115200 Transparent [#
2 CoM2 false 115200 Transparent #

Click the right-most [#] button of COM1 as below.

Serial Port

» Serial Port Application Settings

Index [ 1

B
!

port [coMm1

Enable Cm

Baud Rate 115200

Data Bits |8

Stop Bits |1
=

Parity [None

Flow Control [None v
- Data Packing
Packing Timeout [50 ] @

—

Packing Length [ 1200

|
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In "Server Setting" column, when "Transparent” is selected as the application mode and "TCP Client" as the protocol,
the window is as follows:

- Server Setting

Application Mode [Transparent

Protocol ITCP Client

Server Address [

Server port | |

When "Transparent” is selected as the application mode and "TCP Server" as the protocol, the window is as follows:

» Server Setting

Application Mode [Transparent
Protocol TCP Server
Local IP | ]
Local Port | |
Serial Keep Alive |0 | ®

When "Transparent” is selected as the application mode and "UDP" is used as the protocol, the window is as follows:

- Server Setting

Application Mode [Transparent
Protocol [LIDP

Local IP [ ]

Local Port |

Server Port

I
Server Address [ ]
|

When “Modbus RTU Gateway” is selected as the application mode and “TCP Client” as the protocol, the window is as

S
5}
S
(%]

» Server Setting

Application Mode [Mndbus RTU Gatewa
Protocol ITCP Client

Server Address [ ]
Server Port [ ]

When "Modbus RTU Gateway" is selected as the application mode and "TCP Server" as the protocol, the window is
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as follows:

» Server Setting

Application Mode |Modbus RTU Gatewa

Protocol TCP Server

Local Port

[
[
Local IP [ ]
[ |
0 |

®@

Serial Keep Alive

When selecting "Modbus RTU Gateway" as the application mode and "UDP" as the protocol, the window is as
follows:

» Server Setting

Application Mode Modbus RTU Gatewa

upp
)
)
)
)

Protocol

Local IP

Server Address

Server Port

[
|
I
Local Port [
|
[

When “Modbus ASCII Gateway” is selected as the application mode and “TCP Client” as the protocol, the window is
as follows:

A Server Setting

Application Mode [Modbus ASCII Gatevn

Protocol [TCP Client

Server Address [ ]

Server Port [ ]
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When selecting "Modbus ASCIl Gateway" as the application mode and "TCP Server" as the protocol, the window is as

follows:

A Server Setting

Modbus ASCII Gatevn

Application Mode

Protocol TCP Server

Local Port

[
[
Local 1P |
[
[0

}
|
e

Serial Keep Alive

When selecting "Modbus ASCIl Gateway" as the application mode and "UDP" as the protocol, the window is as

follows:

A Server Setting

Application Mode [Modbus ASCII Gate\n

Protocol [UDP
Local IP [ ]
Local Port [ ]
Server Address [ ]
Server Port [ ]
Serial Port
Item Description Default
Serial Port Application Settings
Index Indicate ordinal of list. --
Port Show current serial’s name, read-only. com1
Enable Click the toggle button to enable/disable this serial port. When the status is OFF, the
serial port is not available. OFF
Baud Rate Select from “300”, “600”, “1200”, “2400”, “4800”, “9600”, “19200”, “38400”, “57600” 115200
or “115200”".
Data Bits Select from “7” or “8”. 8
Stop Bits Select from “1” or “2”. 1
Parity Select from “None”, “Odd” or “Even”. None
Flow control Select from “None”, “Software” or “Hardware”. None
Data Packing
Packing Timeout | Set packing timeout. The serial port will queue the data in the buffer and send the 50
data to the Cellular WAN/Ethernet WAN/ WLAN when it reaches the Interval Timeout
in the field. The unit is milliseconds.
Note: Data will also be sent as specified by the packet length even when data is not
reaching the interval timeout in the field.
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Serial Port
Item Description Default
Packing Length Set packet length. The Packet length setting refers to the maximum amount of data 1200
that is allowed to accumulate in the serial port buffer before sending. When a packet
length between 1 and 3000 bytes is specified, data in the buffer will be sent as soon
as it reaches the specified length.
Server Settings
Item Description Default
Application Select from “Transparent”, “Modbus RTU Gateway”, or “Modbus ASCII Gateway”. Transp
Mode Yy  Transparent: The device will transmit the serial data transparently. arent
y Modbus RTU Gateway: The device will translate the Modbus RTU data to Modbus
TCP data and send it out, and vice versa.
y  Modbus ASCIl Gateway: The device will translate the Modbus ASCII data to
Modbus TCP data and send it out, and vice versa.
Protocol Select “TCP Client”, “TCP Server”, or “UDP”. TCP
y  TCP Client: Device works as a TCP client, and initiates a TCP connection to the Client
TCP server. The server address supports both IP and domain name.
y  TCP Server: Device works as a TCP server, listening for a connection request from
a TCP client.
y  UDP: Device works as a UDP client.
Server Address Enter the address of the server which will receive the data sent from the device’s Null
serial port. IP address or domain name will be available.
Server Port Enter a specified port of the server which is used for receiving the serial data. Null
Serial Keep Alive | Enter the keep-alive time, the value range is 0~18000, unit: second. When the serial 0
port or TCP no data is detected within the set time, all TCP client connections will be
actively disconnected. 0 means this function is not enabled.
Local IP @ . ) . . . Null
Enter the device’s LAN IP which will forward to the internet port of the device.
Transparent
Local Port @ . Null
Enter port of the device’s LAN IP.
Transparent
Local I @ Enter local IP under Modbus mode. Null
Modbus
Local Port @ Enter local port under Modbus mode. Null
Modbus

Click the "Status" column to view the current serial port status.

Serial Port

Status

» Serial Port Status list

Index Type TX RX Connection Status
T R5232 0B OB
2 R5485 0B oB
Status
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Item Descriptions
TX Send Data to Serial Port.
RX Received Data from Serial Port.

3.2.10 Serial Redirector

This section allows you to redirect the Serial Port to Telnet. It is only for the R1520.

» Serial Port Settings
Index Port Baud Rate Telnet Port +

Click “Redirector” column to configure the Serial Redirector.
Click # to select serial port and baud rate corresponding the device of serial port had connected, then input the
correct Telnet port you expect to redirect.

» General Settings

Index

Port

[
[
Baud Rate |115200
l
l
[

Data Bits 8
Stop Bits
Parity None
Flow Control | None

Telnet Port [88

Click the "Status" column to view redirection status.

- Redirector Port Status
Index Port Status

|
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3.2.11 LoRa

This section allows you to set the LoORaWAN parameters. It is only for the R3000-LG.

Click “General Settings” to configure the Gateway ID. Here is an example below.

General Settings RF Settings Filter Settings Status

» General Settings

Default Gateway ID [34FA40FFFE052762 ]

User Defined Gateway ID Enable m:]

User Defined Gateway ID [123456?890ABCDEF ] @

General Settings
Item Description Default
Default Set default gateway ID, or you could define the Gateway ID with a unique 64-bit Null
Gateway ID sequence by yourself.
User Defined OFF
Gateway ID Click the toggle button to enable/disable this option.
Enable
User Defined Null
Enter Gateway ID.
Gateway ID
RF Settings

General Settings RF Settings Filter Settings Status
~ RF Power Settings

RF Power Limit  [No Limit

A RF Chain Settings

Supported Frequency [863 870

RF Chain 0 Frequency [868500000

Frequencies Options | User-define ®
|
|

RF Chain 1 Frequency [867500000

RF Settings
Item | Description | Default
RF Power Settings

RF Power Limit | Display RF power limit. | No Limit

|
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RF Settings
Item Description | Default
RF Power Settings
RF Chain Settings
Support .
Display support frequency. 863 870
Frequency
Set link frequency.
EU86S:
868.1,868.3,868.5,867.1,867.3,867.5,867.7,867.9,
STD 868.3 and FSK 868.8;
Frequencies RU868: )
. . . User-define
Options RF Chain 0:869000000,RF Chain 1:864500000,
868.9,869.1,869.3,864.1,864.3,864.5,864.7,864.9;
KZ868:
RF Chain 0:865300000,RF Chain 1:867500000,
865.1,865.3,865.5,867.1,867.3,867.5,867.7,867.9.
RF Chain 0 .
Set frequency of RF link 0. 868500000
Frequency
RF Chain 1 .
Set frequency of RF link 1. 867500000
Frequency

-~ LoRa Multi Datarate Channels Settings

Index

RF Chain

IF frequency

Click®to Add LoRa Multi Datarate Channels Settings.

» LoRa Multi Datarate Channels Settings

Index [1 ]

RF Chain [RF Chain 0

IF frequency [D ]

LoRa Multi Datarate Channels Settings@RF Settings

Item Description Default

Index Indicate ordinal of list. 1

RF Chain Select RF Chain. RF Chain 0
Enter center frequency in the range -500000-500000 in Hz. The offset

IF frequency between the center frequency of a particular channel and the center 0
frequency of RF link 0/1.
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» LoRa Standard Channel Settings

Spread Factor

RF Chain  |RF Chain 0
IF frequency [D ]
Bandwidth [ 500KHz

[

SF9

LoRa Standard Channel Settings@RF Settings
Item Description Default
Enable Click the toggle button to enable/disable this option. OFF
RF Chain Select RF Chain. RF Chain 0
Enter center frequency in the range -500000-500000 in Hz. The offset
IF frequency between the center frequency of a particular channel and the center 0
frequency of RF link 0/1.
Bandwidth Select optional bandwidth in KHz. 500KHz
Spread Factor | Enter an optional spreading factor. A high spreading factor corresponds | SF9
to a low rate, and a low spreading factor corresponds to a high rate.

Filter Settings

This section is used to modify LoRa filter settings.

GeneralSettings | Wiserings (ISR swws
- LoRa Filter Settings
LoRa Filter - OFF

~ Whitelist DevEUIs

Index DevEUI +

Filter Settings
Item Description Default
LoRa Filter Click the toggle button to enable/disable this option. OFF

Click®to add a whitelist rule.

» Whitelist Rules

Index [1 ]

DevEUI [ ]
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Whitelist Rules@Filter Settings
Item Description Default
Index Display table number. 1
DevEUI Enter DevEUI for device. Null
Status

This section allows you to check the status of LoRa interface.

General Settings RF Settings Filter Settings Status _

Model SX1301

»~ RF package received

CRC Errors 0
Duplicates 0

Join Duplicates 0
Join Requests 0

Total Packets 0O

RF packets received 0

RF packets received State CRC_OK: 0.00%, CRC_FAIL: 0.00%, NO_CRC: 0.00%

RF packets forwarded 0 (0 bytes)

A Packets sent

Duplicates Acked

Packets Acked

Total Join Responses

Join Responses Dropped

Total Packets

Packets Dropped

|
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- Center Frequency

RF Chain 0 Frequency

RF Chain 1 Frequency

» LoRa Multi Datarate Channels

Index RF Chain IF frequency

.A LoRa Standard Channel

RF Chain

IF frequency
Bandwidth

Spread Factor

-~ FSK Standard Channel

RF Chain

IF frequency

Bandwidth
Data Rate
Status
Item | Description
Basic
Model | Show LoRa module model.

Packets received

CRC Errors Show the value of RF packets received in error.
Duplicates Show the value of duplicate RF packets received.
Join Duplicates Show the value of duplicate RF join request packets received.
Join Requests Show the value of RF join request packets received.
Total Packets Show the value of RF packets received.
RF Packets Received Show count of data packets from node to gateway.
RF Packets Received State Show the RF packets receiving state.
y  CRC_OK: Percentage of CRC verification
y  CRC_Fail: Percentage of CRC verification failure
y  NO_CRC: Percentage of abnormal packets without CRC

Packets sent
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Status

Item

Description

Duplicates Asked

Show the value of duplicate RF response packets sent.

Packets Asked

Show the value of RF response packets sent.

Total Join Responses

Show the value of duplicate RF join response packets sent.

Join Responses Dropped

Show the value of failed RF join response packets.

Total Packets

Show the value of RF packets sent.

Packets Dropped

Show the value of RF dropped packets.

Center Frequency

RF Chain O Frequency

Center frequency of LoRa channel 0.

RF Chain 1 Frequency

Center frequency of LoRa channel 1.

LoRa Multi Datarate Channels

RF Chain

Index of LoRa channel.

IF Frequency

IF frequency of LoRa channel.

LoRa standard Channel

RF Chain Index of LoRa standard channel.
IF frequency IF frequency of LoRa standard channel.
Bandwidth Bandwidth of LoRa standard channel.

Spread Factor

Spread Factor of LoRa standard channel.

FSK Standard Channel

RF Chain Index of FSK Standard Channel.
IF frequency IF frequency of FSK Standard Channel.
Bandwidth Bandwidth of FSK Standard Channel.
Data Rate Data Rate of FSK Standard Channel.
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3.3 Packet Forwarders
3.3.1 Basic Station

General Settings

General Settings Status Cert Manager
A Gateway Settings

Enable

S o
TLS Enable Cm

Server Address

[
Server Port [ 3001 ]

General Settings

Gateway Settings
Item Description Default
Enable Enable application. OFF
TLS Enable Enable TLS encrypted transmission. OFF
Server Address Server address (e.g., 127.0.0.1)
Server Port Server port number.

Status

This section allows you to view the status of the basic station.

General Settings Status Cert Manager

- Basic

TC Status

Station Version

Package Version (Protocol)

HAL Library Version

ltem Description
TC Status Platform connection status.

Station Version Application version.

Package Version o .
Application package version.

(Protocol)

|
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HAL Library
Version

LoRaWAN HAL library version.

Cert Manager

This section allows you to view and import the certification.

~ CA F|Ie Import

CA Cert [ Choose File | No file chosen J
Client Cert [ Choose File | No file chosen }m
Client Key [ Choose File | No file chosen }m

A Certificate Files

Index File Name File Size Modification Time

Cert Manager

CA File Import
Iltem Description Default
CA Cert Server certificate. Null
Client Cert The certificate is assigned by the server to the client. Null
Client Key The server assigns the private key of the certificate to the client. Null

|
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3.3.2 Semtech UDP Forwarder

General Settings

~ Gateway Settings

Enable OFF

g

LoRaWan Public

Server Address l 127.0.0.1

Server Uplink Port ll?BG

Service Downlink Port [1?82

Keepalive Interval l 10

statistics Refresh Interval l300

S R0 S LN W S S e W— . S—

Push Timeout Millisecond l 120

General Settings

Gateway Settings

ltem Description Default
Enable Click the toggle button to enable/disable this option. OFF
LoRaWan Public | Click the toggle button to enable/disable this option. ON
Server Address | Set the Server address. 127.0.0.1
Server Uplink . )
UDP uplink connection port. 1780
Port
Service . .
. UDP downlink connection port. 1782
Downlink Port
Keepalive o o .
Time interval for obtaining downlink data. 10
Interval
Statistics e :
Statistical interval, USI update interval. 300
Refresh Interval
Push Timeout ] ]
o Uplink data timeout. 120
Millisecond
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This section allows you to view the status of Semtech UDP Forwarder.

General Settings Status

» Basic

Status

Packet Forwarder (Protocol)

HAL Library Version

- Uplink

Push Data Datagrams Sent

Push Data Acknowledged

» Downlink

Pull Data Sent

Pull Resp Datagrams Received

Status
Item | Description
Basic
Status Show LoRaWAN status of your gateway.
Packet Forwarder (Protocol) Show version of Packet forwarder.
HAL Library Version Show driver version of LoRaWAN chipset inside gateway.
Uplink
RF packets forwarded Packets that CRC verified are sent from gateway to server.
Push Data Datagrams Sent Total quantity of packets sent from gateway to server, including RF packets
forwarded and statistics packets.
Push Data Acknowledged Percentage of acknowledged packets among Push Data Datagrams Sent:
Downlink
Pull Data Sent Show the number of keepalive packets sent to the server, and the percentage of
acknowledged packets regarding the keepalive packet from the server.
Pull Resp Datagrams Received | Show packet counts and sizes that will be sent from server to gateway.
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3.4 Network

3.4.1 Route

This section allows you to set the static route. A static route is a form of routing that occurs when a device uses a
manually-configured routing entry, rather than information from dynamic routing traffic. Route Information Protocol
(RIP) is widely used in a small network with a stable use rate. Open Shortest Path First (OSPF) is made device within a
single autonomous system and used in a large network.

Static Route

- Static Route Table

Index Description Destination Netmask Gateway Interface VID +

Click 4= to add static routes. The maximum count is 20.

Static Route

- Static Route

Index

Description

Destination

Gateway

Interface

VvID

=
=
a
=
=]
) N (Y G S

[
[
{
Netmask |
{
[
[

Static Route
Item Description Default
Index Indicate ordinal of list. --
Description Enter a description for this static route. Null
Destination Enter IP address of destination host or destination network. Null
Netmask/Prefix Length Enter Netmask of destination host or destination network. Null
Device Define device of destination. Null
Interface Choose corresponding port of the link that you want to configure. wwan
VID Ener VLAN ID. 0 means no VLAN ID. 0
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Status

This window allows you to view the status of the device.

»~ Route Table

Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 10.21.8.149 wwarn 0 v
2 10.21.8.148 255:255:255:252 0.0.0.0 wwar 0 v
3 192.168.0.0 255.255.255.0 0.0.0.0 lan0 0 v
3.4.2 Firewall

This section allows you to set the firewall and its related parameters, including Filtering, NAT, and IPset. The filtering
rules can be used to either accept or block certain users or ports from accessing your device. Click “Network>
Firewall> Filter”. The following information is displayed:

Filtering NAT Advanced Custom Rules Status

~ General Settings

Enable Filtering

:

Accept C?)

Drop o

Accept

Default Filtering Policy

Remote Input Policy

Local Input Policy

— o

A Access Control Settings

Enable Remote SSH Access

Enable Local SSH Access

Enable Remote Telnet Access

Enable Local Telnet Access

Enable Remote HTTP Access

Enable Local HTTP Access

Enable Remote HTTPS Access

@

Enable Remote Ping Respond
Enable DOS Defending

Enable VPN NAT Traversal

@

“latatatel"1'l 'l
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~ Whitelist Rules

Index Description Source Address ==

Click <= to add the whitelist rules.

Filtering

» Whitelist Rules

Index [ i ]

Description [ ]

Source Address [ ] @

Click == to add a filtering rule. The maximum count is 50. The window is displayed as below when defaulting “All” or
choosing “ICMP” as the protocol. Here take “All” as an example.

|
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